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Napera N24 v1.2 Release Notes

Napera N24 v 1.2 incorporates the following new features:

Guest access by username
Description: Support for specific guest access user accounts, as opposed to a single generic guest access
account. This feature is accessed via a new Configuration/Guests tab.

Authentication support for Wi-Fi

Description: Support for configuration of RADIUS authentication to automatically authenticate users
accessing the network through a compatible Wireless Access Point using WPA Enterprise. This feature is
configured from the Configuration/Authentication tab.

Macro mode for viewing and editing switch properties
Description: The Switch tab now provides a Port List view to allow for quick viewing and editing of
enforcement and VLAN configurations settings of all ports.

Napera N24 v1.2 includes the following software corrections reported in prior
releases:

Detection of gateway devices has been enhanced

Issue: 539

Resolution: Devices that appear to be gateways will be listed with the local address(es) before any
public addresses observed through the gateway. When the device is confirmed as a gateway, the public
addresses will be removed.

Management GUI option to renew the LAN IP and management IP DHCP lease

Issue: 1060

Resolution: To manually renew the management IP lease, use the Switch tab and select the
management port. If the port is configured for DHCP assignment, click Edit and then click the Renew
Now link. To manually renew the LAN IP lease, use the Configuration tab. If the LAN IP is configured for
DHCP assignment, click the Renew Now link.

Health Auto-remediation will not be applied to guest devices

Issue: 1545

Resolution: In the prior release, guest devices would be subject to auto-remediation (if it was enabled).
Only non-guest devices on enforced ports will be subject to auto-remediation with v1.2.

VLAN (802.1q) tagged frames will be constrained to ports on the configured VLAN
Issue: 1559
Resolution: Only frames matching the associated VLANSs for a given port are sent on that port.
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Log format and order corrected

Issue: 1362, 1636

Resolution: Log displayed from the MyNapera Online Service is now displayed with the correct
chronological order. Text in the log string itself will also now be displayed in the correct order.

Transparent Active Directory authentications are only accepted from confirmed AD server

Issue: 1617

Resolution: Successful AD authentication will only satisfy the Napera N24 authentication requirement if
the authenticating server has been confirmed as an AD server in the Devices tab. In prior releases,
transparent Active Directory authentications were counted as valid authentications irrespective of
whether or not the authenticating server was confirmed as an AD server in the Devices tab.

Stability improvements
Resolution: A number of fixes to improve stability and network performance of the Napera N24 have
been added in this release.

Known issues with Napera v1.2:

Windows Vista SP1 client may report chealthy€ even if patches are not up-to-date

Issue: 1360

Impact: A Vista system running SP1 may be displayed as éhealthy€ even if an important OS update is
available and not installed.

Resolution: It is suspected that a bug in the Vista NAP agent is responsible for this issue.

Cannot join the Napera N24 to an Active Directory domain from another IP subnet

Issue: 1335

Impact: User authentication using Active Directory will only be possible via the portal when the Napera
N24 is joined to an Active Directory server on the local subnet (the same IP network as the Napera N24
LAN IP). Active Directory authentication directly against the AD server (without using the portal) will still
operate properly regardless of where the AD server is located.

Resolution: Move the Napera N24 LAN IP or the AD server onto the same IP network, or use direct AD
logins (via Windows) instead of via the Napera user portal. This issue will be corrected in a subsequent
release.

Napera user portal only captures HTTP traffic, not HTTPS

Issue: 1387

Impact: When a user is in quarantine, HTTP (web) connections will be redirected to the Napera user
portal (showing authentication and health requirements), but secure HTTPS (web) connections will stall
without obvious reason.

Resolution: Browsing HTTP URLs instead of HTTPS URLs will allow the user to interact with the Napera
user portal. This issue will be corrected in a subsequent release.
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Only one temperature alert sent

Issue: 1388

Impact: If the Napera N24 ambient temperature goes above 40C and the unit is online, a temperature
alert will be sent to the alert email address. However, only one alert will be sent until the system is
restarted.

Resolution: None.

Software Update messages or errors may show up unexpectedly

Issue: 1699

Impact: While using the management Ul, the Software Update page may unexpectedly load informing
you that a software update is in progress, or has failed. This message is only indicating that the
automatic check for the availability of new software is in progress; no software updates will actually be
performed unless explicitly initiated by the administrator.

Resolution: Disregard these warnings when seen outside of an explicit software update operation.

The STATUS LED on the front of the Napera N24 will turn green before the upgrade completes

Issue: 1751

Impact: On an upgrade from 1.1.x to 1.2, the STATUS LED on the front of the N24 will turn green before
the firmware has finished being upgraded. This may visually indicate that the unit is ready to perform
switch operations before it actually is.

Resolution: A sequence of flashing amber link LEDs will appear on the front-panel switch ports during
the firmware upgrade. When this sequence ends, the Napera N24 is ready for normal operation.

Transparent Active Directory authentication may not be possible

Issue: 1792

Impact: Some Active Directory installations may require working LDAP or other services for an Active
Directory authentication. The Napera N24 will block these services from guests and restricted devices,
which may prevent them from transparent authentication against the Active Directory server.
Resolution: If possible, reconfigure to not require use of LDAP or other services for Active Directory
authentication, or use an alternative authentication method (such as the Napera user portal or 802.1x).

Defining a guest user with the same name as a non-guest local user interferes with local user

Issue: 1794

Impact: The management Ul will not prevent the addition of a guest user with the same username as an
existing local user (or vice versa). However, creating two types of users with the same username will
result in one of the two disappearing from the UL.

Resolution: Do not create any two users with the same username.




