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Introduction

¢CKFyYy1l @&2dz T2 NJ. Witk gc2rdNapgra N2d, lydusadtonfidently allow guest access, worker
mobility and wireless networkingle keeping your network safe and secW/¢e designed theNapera
N24specifically for the IT needs of smilimediumsized enterprisesthe Napera N24 appliance works
with the MyNapera.com management service to ensure your users are authorized, comgmaters
healthy, and your network is secure.

You can selectively configure yddapera N24o enforce policies regarding antiviruemtispyware
firewall, operating system updates, and authentication for devices attached to your network through
the NaperaN24. Based upon the health of a dexj theNapera N24will allow the appropriate level of
access to your network.

Requirements

The Napera N24everage MicrosoftQ Betwork Access Prettion (NAB technologyto determine device
health. The NAP agent ost be activated on these devicts the Napera N24 to diagnose health. The
following operating systems include Microsoft NAP:

A Microsoft WindowsVista
A Microsoft WindowsXPwith Service Pack (5P3

Naperaprovides a healttagentfor Mac OSXversionsl04 or later. You can download thEBapera
Health Agent of Mac OSaXhttp://mynapera.com/enabler

You will need the following to deploy the Napera N24 on your network:

Space and power for a 1U rackmount device

Web browser for administrative configuration (Internet Explorer 7+, Firefox 2+, Safari 3+)

At least one available IP address for Napera N24 administration (static or assigned via DHCP)
Internet connection (for Napera N24 online activation as well as evgrydar access)

Microsoft Windows Vista, Microsoft Windows XP SP3, or Mac OS X on client devices (required
for health reporting and enforcement)

A (2) CAT6 Ethernet cables (straight or crossover)
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Scope

TheNapera N24annot diagnosé¢he health ofserversand other devies that do not run Microsoft NAP

or the NaperaHealth Agent for Mac OS XheNapera N24s able to monitor the health of many

devices on your network, but can only enforce health and authentication for devices connected to your
network throudh the Napera N24 The Napera N24anassure thathose devicegsonnected to your

network through the Napera N2#eet your network health requirements with regards to antivirus,
antispyware firewall, and operating systenpdates TheNapera N24loes notprovide gateway

security for antivirusfirewall,or antispyware



http://mynapera.com/enabler
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Deployment Strategy

TheNapera N24upports deployment in a stepwise fashion, so you can add health enforcement

gradually to your network while minimally impacting uséviast customersstart by having theNapera

N24perform only monitoring andreportingfor a short period of timeand thengraduallyenforce health

for seleced higher riskocations network segmentsand/or user classification@onference rooms,

wireless access pointmobile and remote usejsThisapproachallowsyou to become familiar with the
NaperaN2@& 2 LISN} GA2Y YR (GKS LINRPTFTAES 27T oeadnmithN] ySi 62 NJ
scale

Hardware Overview

TheNapera N24s a 1U integrated high performanceisshingappliance TheNapera N2das24
autosensing (10/100/1000 Mbps) Ethernet potth to eightNapera N2& expansions switcB¢192
ports in total)can be connected to thRlapera N24itilizing the stacking pomvith future versions of the
software The Napera N2shetwork appliancerovidesup to 34 Gbpsnon-blocking wire-speed
performance for nomuarantined traffic.
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UsB Mamt 2 4 & 8 i0 12 14 16 18 20 22 24 Stack

The physical features of thdéapera N2setwork applianceare as follows:

A POWERLED:Illuminatesgreen when power is turned oriThe power supply switch is on the
rear of the appliance.

A STATUSED: Initially blinks red/green for 2 seconds whenNhapera N24s powered up.

llluminatesred while theNapera N24s booting software.llluminatesgreen when software

load is completand theNapera N24s ready.

RESET Pinhole resebutton usedto warm boot theNapera N24

USB Napera use only

MANAGEMENTEthernet port designed for owdf-band management of thBlapera N24

To access the management interface through this portpesha PC to this port and connect to

https://<ip_of _management_port through a browser on that devic&he IP address for this

port is configured by clicking tHdgmt port on the Napera N24 diagram located the Switch
tab. The default IR_Rddresdor this port is 192.168.0.1/30.

A Ports#1-24: 24autosensing (10/100/1000 Mbps) Ethernet switch pavith two LEDs per port.
Green LED illuminates when linked and flashes when traffic is passed througtrthe p
Yellow LED illuminates only when linked at 1000 Mbps.

TheNapera N24an be administered from a web browser from any device connected to one of
these ports.

A STACK HDMI connection used to connebt Napera N28& to theNapera N24o increaseport
density.

A LINKLED:llluminates to ndicate connectivity to &lapera N28 via the stacking port.

To T To
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Hardwarelnstallation

Before you start,urn OFF any wireless connection on your computer.

Installation of the Napera N2ékes 3 easy steps

Install the Nipera N24 appliance in a convenient rack sppoeferably adjacent to existing
switches.

2

Your existing network
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Connect the power cable and turn on the Napera N24 usiagoower switch at the rear.
A The green POWER LED on the front of the NaperavNZ#tuminate.
A Wait for the STATUS LED to turn green indicating initializ&tioomplete. This can take
up to one minute.

Use an Ethernet cable to connect switch port 1 on the Nap&4to your existing LAN.
A The Napera N24 is functioning as an unmanaged switch.
A 1t will automatically assign itself an IP address via DHCP.

Connect your computer to any numbered port on the Nagegal, for example, port 24.
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Registration and Set Up

1. From the computer connected to the Napera N24, open a Web browser and enter the URL
http://mynap era.com/adminto connect to themynapera.com management interface.

A, 2dz gAtt AYAGAL napera- -
When the login screen appears,
the username of admin should e
already be filled in.
A Enter the passwordhangeme
(case sensitive) and cli&ign h.

2. You will now be prompted to change the admin password. This admin login and password will ONLY
be needed if your Napera N24 cannot access your MyNapera.com service account.

A Once the admin password is changed, you will be prompted to setup your MyNsgeiee
account. This account is necessary for the Napera N24 to perform proper reporting, logging,
and backup administration.

A Determine if you are activating this Napera 24 on a new or existing account.

Activate this Napera N24

@ Create 2 new

era.com account

Add this Nape

to an existing account

rm—
| Continue )

A If you are adding a new accountopide the equested information on th€reate a
MyNaperaaccountpage.

Create a MyNapera.com account

Organizatior I

try | United States 4]

one | (GMT-08:00) Pacific Time (US & Canada) | +)

gree? ) 1 have read, understand, and accept the Napera Services
Agreement and End-User License Agreement.

P—
Create Account )







