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Introduction 

¢Ƙŀƴƪ ȅƻǳ ŦƻǊ ŎƘƻƻǎƛƴƎ bŀǇŜǊŀϰ. With your Napera N24, you can confidently allow guest access, worker 
mobility and wireless networking while keeping your network safe and secure. We designed the Napera 
N24 specifically for the IT needs of small-to medium-sized enterprises. The Napera N24 appliance works 
with the MyNapera.com management service to ensure your users are authorized, computers are 
healthy, and your network is secure.    
 
You can selectively configure your Napera N24 to enforce policies regarding antivirus, antispyware, 
firewall, operating system updates, and authentication for devices attached to your network through 
the Napera N24.  Based upon the health of a device, the Napera N24 will allow the appropriate level of 
access to your network. 
 

Requirements 
 
The Napera N24 leverages MicrosoftΩǎ Network Access Protection (NAP) technology to determine device 
health.  The NAP agent must be activated on these devices for the Napera N24 to diagnose health.  The 
following operating systems include Microsoft NAP: 

Å Microsoft Windows Vista 
Å Microsoft Windows XP with Service Pack 3 (SP3) 

Napera provides a health agent for Mac OS X versions 10.4 or later.  You can download the Napera 
Health Agent of Mac OS X at http://mynapera.com/enabler. 

You will need the following to deploy the Napera N24 on your network: 

Å Space and power for a 1U rackmount device 
Å Web browser for administrative configuration  (Internet Explorer 7+, Firefox 2+, Safari 3+) 
Å At least one available IP address for Napera N24 administration (static or assigned via DHCP) 
Å Internet connection (for Napera N24 online activation as well as everyday user access) 
Å Microsoft Windows Vista, Microsoft Windows XP SP3, or Mac OS X on client devices (required 

for health reporting and enforcement) 
Å (2) CAT6 Ethernet cables (straight or crossover)  

Scope 

The Napera N24 cannot diagnose the health of servers and other devices that do not run Microsoft NAP 
or the Napera Health Agent for Mac OS X.  The Napera N24 is able to monitor the health of many 
devices on your network, but can only enforce health and authentication for devices connected to your 
network through the Napera N24.  The Napera N24 can assure that those devices connected to your 
network through the Napera N24 meet your network health requirements with regards to antivirus, 
antispyware, firewall, and operating system updates.  The Napera N24 does not provide gateway 
security for antivirus, firewall, or antispyware.   

 

http://mynapera.com/enabler
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Deployment Strategy 

The Napera N24 supports deployment in a stepwise fashion, so you can add health enforcement 
gradually to your network while minimally impacting users. Most customers start by having the Napera 
N24 perform only monitoring and reporting for a short period of time, and then gradually enforce health 
for selected higher risk locations, network segments, and/or user classifications (conference rooms, 
wireless access points, mobile and remote users). This approach allows you to become familiar with the 
Napera N24Ωǎ ƻǇŜǊŀǘƛƻƴ ŀƴŘ ǘƘŜ ǇǊƻŦƛƭŜ ƻŦ ȅƻǳǊ ƴŜǘǿƻǊƪ ōŜŦƻǊŜ ȅƻǳ ŜƴŀōƭŜ ŜƴŦƻǊŎŜƳŜƴǘ on a wider 
scale.   

 
Hardware Overview 
 
The Napera N24 is a 1U integrated high performance switching appliance. The Napera N24 has 24 
autosensing (10/100/1000 Mbps) Ethernet ports. Up to eight Napera N24S expansions switches (192 
ports in total) can be connected to the Napera N24 utilizing the stacking port with future versions of the 
software.  The Napera N24 network appliance provides up to 34 Gbps, non-blocking, wire-speed 
performance for non-quarantined traffic. 
 

 
 
The physical features of the Napera N24 network appliance are as follows: 
 
Å POWER LED:  Illuminates green when power is turned on.  The power supply switch is on the 

rear of the appliance. 
Å STATUS LED:  Initially blinks red/green for 2 seconds when the Napera N24 is powered up.  

Illuminates red while the Napera N24 is booting software.  Illuminates green when software 
load is complete and the Napera N24 is ready.  

Å RESET:  Pinhole reset button used to warm boot the Napera N24. 
Å USB:  Napera use only. 
Å MANAGEMENT:  Ethernet port designed for out-of-band management of the Napera N24.  

To access the management interface through this port, connect a PC to this port and connect to 
https://<ip_of_management_port> through a browser on that device.  The IP address for this 
port is configured by clicking the Mgmt port on the Napera N24 diagram located on the Switch 
tab. The default IP address for this port is 192.168.0.1/30. 

Å Ports# 1-24: 24 autosensing (10/100/1000 Mbps) Ethernet switch ports with two LEDs per port.      
Green LED illuminates when linked and flashes when traffic is passed through the port.   
Yellow LED illuminates only when linked at 1000 Mbps.  
The Napera N24 can be administered from a web browser from any device connected to one of 
these ports. 

Å STACK:  HDMI connection used to connect the Napera N24S to the Napera N24 to increase port 
density.   

Å LINK LED:  Illuminates to indicate connectivity to a Napera N24S via the stacking port. 
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Hardware Installation 

Before you start, turn OFF any wireless connection on your computer. 
 
Installation of the Napera N24 takes 3 easy steps. 
1. Install the Napera N24 appliance in a convenient rack space, preferably adjacent to existing 

switches. 
 
 

 
 

 Connect the power cable and turn on the Napera N24 using the power switch at the rear. 
Å The green POWER LED on the front of the Napera N24 will illuminate. 
Å Wait for the STATUS LED to turn green indicating initialization is complete. This can take 

up to one minute. 
 

2. Use an Ethernet cable to connect switch port 1 on the Napera N24 to your existing LAN. 
Å The Napera N24 is functioning as an unmanaged switch. 
Å It will automatically assign itself an IP address via DHCP. 

 
3. Connect your computer to any numbered port on the Napera N24, for example, port 24. 
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Registration and Set Up 
 
1. From the computer connected to the Napera N24, open a Web browser and enter the URL 

http://mynap era.com/admin to connect to the mynapera.com management interface.   
 
Å ¸ƻǳ ǿƛƭƭ ƛƴƛǘƛŀƭƭȅ ƭƻƎƛƴ ŀǎ άŀŘƳƛƴέΦ 

When the login screen appears, 
the username of admin should 
already be filled in.   

Å Enter the password changeme 
(case sensitive) and click Sign In. 

 
2. You will now be prompted to change the admin password. This admin login and password will ONLY 

be needed if your Napera N24 cannot access your MyNapera.com service account.   
Å Once the admin password is changed, you will be prompted to setup your MyNapera service 

account. This account is necessary for the Napera N24 to perform proper reporting, logging, 
and backup administration.   

Å Determine if you are activating this Napera 24 on a new or existing account. 
 

 
 

Å If you are adding a new account, provide the requested information on the Create a 
MyNapera account page.   

 

 




